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1.! Record user accesses to a 

deployed version of the 
application!

¥!User session: a sequence of 
requests from one user!
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1.! Record user accesses to a deployed 

version of the application!
¥!User session: a sequence of requests 

from one user!

2.! Generate usage model from user 
sessions!

3.! Generate test cases from model!
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! !All user sessions are treated equally!

! !Groups of users may interact with 
application differently!
¥!May want to test groups separately, differently!
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! !All user sessions: state of the art!

! !User sessions grouped by access privileges!

! !User sessions grouped by user!

! !Individual user sessions!
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! !All user sessions: state of the art!

! !User sessions grouped by access privileges!

! !User sessions grouped by user!

! !Individual user sessions!
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! !Can we automatically categorize user 

sessions by their access privilege?!

! !What are the tradeoffs of user-privilege 
speciÞc models compared to the general 
usage model?!

! !How can a tester determine if a user-
speciÞc model is useful?!
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Designed to study effectiveness of categorizing "
user sessions by user privilege in testing!
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! !4 publicly deployed web applications 

written in Java using servlets and JSPs!
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! !4 publicly deployed web applications 

written in Java using servlets and JSPs!
¥!8 sets of subject user sessions!
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! !Each of our subject applications has a 

resource used for logging in!
¥!If user session includes a request for that resource 

"  privileged user!

! !Multiple distinct roles/privileges!
¥!We manually identiÞed a key resource that 

classiÞes a user session as having some privilege !

! !Scripts run on the order of a few minutes!
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! !Book and DSpace Ð only privileged users 

and not privileged!

! !CPM: Graders, Groups, NoLogin, 
MultLogins!

! !Logic, Logicv2: Professors, Students, 
Admins, NoLogin, MultLogins!
¥!Not able to classify all user sessions!

! !Logins but no access!
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! !Parameter:  Amount of history (n)!

¥!Number (-1) of previous requests on which to 
base next request!

¥!Tradeoffs:  As n increases!
# !More representative of usage!

- !Model size increases (may become too large)!
- !Restricts generated test cases to sequences in 

collected USs!
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! !Parameter:  Amount of abstraction to 
represent request!
¥!RRN: request type, resource, and parameter 

names!
# !Represents parameter names, often part of navigation!
- ! need to design additional models of parameter values!

¥!RRNV: include parameter values!
# !Represent requests using one model!
- ! model may become too large, restricts generated test cases to 

data in collected USs!
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! !Compare general-usage models to "

user-privilege speciÞc models!

! !Expect smaller models, but how much 
smaller?!
¥!Fewer user sessions, less diversity in what 

users do!

! !What is the impact of the smaller models 
on model conÞguration decisions?!
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! !In many cases, CbUP resulted in signiÞcant 

(>50%) reduction in RRN and RRNV model 
size!
¥!Not necessarily in relation to reduction in original 

sessions or requests!

! !If sufÞciently small, a tester could choose to 
use larger n, RRNV to generate test cases!
¥!RRNV tends to be a larger model, but does not 

have the cost of an additional data model!
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! !How similar are the models generated 
from the different privileges?!
¥!If similar enough, no need to create different 

model!
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! !Are the models too small to generate 

ÒinterestingÓ test cases?!
¥!Short answer: in most cases, no!

! !Models werenÕt too small !

! !Generated sequences not seen in the original user 
sessions!
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! !Classifying user sessions by user privilege!
¥!Possible, easy to automate!
¥!Results in smaller models and test cases that 

represent different groups of users!
! !Reduced size may mean that a tester can use a less 

abstract model!

! !Testers can use some simple metrics to 
determine if classifying by user privilege 
makes sense for them!
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