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Where innovation starts



A Introducing an industrial case where formal methods were
applied

A Formal specification and verification of a controller of a
Power Distribution Unit (PDU)

A The controller was thoroughly reviewed but errors were
found

A Benefits of specification completeness and formal verification
A Conclusions
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The industrial project
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The Power Distribution Unit (PDU)

A An X-ray system developed at Philips
Healthcare

A Consists of a number of PCs and
devices

A Powering aspects are controlled by a
Power Distribution Unit (PDU)
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The behavior of PCs

A Same behavior
A ControlPC sends a signal to PDU to power off the system
A GeoPC sends a stop signal to power off the movable parts
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State machine of the PDU
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A The aim is to verify the correctness of the controller
A Check whetherit interfaceswith the PCs correctly

A Check whether it would provide the clinical users of the
system the expected behavior
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The used Formal Techniques

A Analytical Software Design (ASD)
A Design approach for componenbased development;
A Supplied by the company Verum in The Netherlands.
A The SequenceBased Specification
A Model checking
A CSP/FDR2.

ASD is supplied by
the company Verum
in the Netherlands
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mathematically
verified code

ASD COI’]CEPt Sé Generation of 1<

A Componentbased, modeldriven technology

A Components are described using models

A Interface and design models (state machines);

A Models verified by model checking (CSP/FDR);

A To detect potential deadlocks, livelocks and illegal calls.
A Code generation of verified models is possible

A Automatic code generation in C++, C#, Java.

Component-based
model-driven

software
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The interface models of the PCs
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ASD specification, verification and code

generation
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Steps of verifying the controller following the

ASD recipe

A IPDU captures the external behavior to external users
A PDU model includes the detailed state machine
A Interface models to specify the external behavior of PCs

' The combined | "~~~ ——=-—1 Interface model
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Example interface specification of the PDU

19| System_On<IPDU.PDUswitchOn, IPDU. powerOn>

20 | IPDU PDUswitchOn IPDU. NulRet System _On
21|IPDU PDUswitchOff IPDU. NullRet PDU_Off

22 | IPDU powerOn IPDU. NullRet System On

23 | IPDU powerOff IPDU.NulRet System StandBy
24 | IPDU forcedPowerOff IPDU.NulRet System Off

25 | IPDU emergencyOff IPDU.NulRet Emergency_Off
26 |ICR_PC_INT |powerOff Null System Off

27 |IGeo_PC_INT|geoStop Null Geo_Stop

28

Emergency_Off<IPDU.PDUswitchOn, IPDU.emergency Off >

29 | IPDU PDUswitchOn IPDU.NullRet Emergency_ Off
30|IPDU PDUswitchOff IPDU. NullRet PDU_Off

31 |IPDU powerOn IPDU.NullRet System On

32 | IPDU powerOff IPDU.NullRet Emergency_Off
33 | IPDU forcedPowerOff IPDU.NulRet Emergency_Off
34 | IPDU emergencyOff IPDU.NullRet Emergency_Off
35 |ICR_PC_INT |powerOff Blocked +

36 |IGeo_PC_INT|geoStop Blocked +
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Design model of the PDU
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